Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halligan et al. 

Attorney Docket No : 77901 Page 1 of 14 



FSG. 1 



Mass Data 
Storage 
Device 

1 TRADE S E C RET APPUCAMUNSj 



User 
Interface 
Device 



Accounting 

Digital 
Computer 



System 
Interface 



Printer 



— i 
i 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halligan et al. 

Attorney Docket No.: 77901 Page 2 of 14 



jEnter Company Data] 



[Enter Trade Secret Data For Each Trade Secret] 
Assign Trade Secret Draft Number] 



Review Trad 


e Secret Draft 


1 


Is This A Valic 


i Trade Secret?|- 




Y 


Assign Application Number] 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halligan et al. 

Attorney Docket No. : 7790 1 Page 3 of 14 



FIG, 3 



[Enter Gompany Locations For This Trade Secret] 
|Lookup Security Measures In Place At This Locationl 
|Enter Any Additional Security Measures For This Trade Secretj 
[Calculate Security Measures Factor! 

[Enter Security Threats To This Trade Secrel 

1 " 
[Calculate Security Threat Factor! 

[Correlate Security Measures And Threats! 

[Report Any Uncountered Threats) 

[Calculate Security Measures Factor / Security Threats Factor] 

[Report Outliers! 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halhgan et al. 

Attorney Docket No.: 77901 Page 4 of 14 



FIG. 4 



[Enter Values Of Five Factors For This Trade Secret] 
[Enter Or Calculate Security Measures Factor! 



[Calculate Defendability Factors] 
[Report Outliers] 
[Calculate Security Measures Factor / Defendability Factors] 



iReport Outliers) 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halligan et al. 

Attorney Docket No.- 7790 1 Page 5 of 14 



FIG. 5 

Retrieve Employee Data! 
|Search For Trade Secrets Matching Employee Organization History] 
|Search For Trade Secrets Matching Employee Location History] 
Prepare Report] 
[Characterize Employee Exposure Factor] 
[Lookup Position Risk Factor For Employee Position] 



[Calculate Employee Risk Factor] 
|Determine ConfidentialityAgreement Renewal Period] 
|Has Confidentiality Agreement Renewal Period Lapsed?^ 

F 

Prepare Confidentiality Agreement Renewal] 



[Store Proof Of Execution! 



[Has Confidentiality Reminder Renewal Period Lapsed?^— 

T „ . 

|Prepare/Transmit Confidentiality Reminder Renewal] 
|Store Proof Of Receipt 

|Enc J« 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halligan et al. 

Attorney Docket No.: 77901 Page 6 of 14 



FIG. 6 



[Lookup Estimated Value And Date] 
iLookup^epreciation/AppreciatiorTMethod] 
[Calculate Net Present Value! 
[Characterize Net Present Val ue Factor! 

, 1 

[Calculate Security Measures Factor / Net Present Value Factor! 

I 

|Report Outliers! 

[Calculate Economic Benefit Factor / Net present Value Factor! 



iReport Outliers! 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halligan et al. 

Attorney Docket No.: 77901 Page 7 of 14 



FSG. 7 



[Lookup Trade Secret Data|-» 

(Create Temporary Record! 
[Modify Trade Secret Draft Number! 
[Modify Trade Secret Application Number] 
Modify Source Status! 
[Record Purchase and Licensed-From Data] 
|Write Temporary Record To New Database) 



[Modify Licensing Status in Original Databasel 
[Modify Sale And Licensed-To Data in Original Database] 
[Repeat Until Completed] 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halhgan et al. 

Attorney Docket No.: 77901 Page 8 of 14 



FIG, 8 



|Lookup Trade Secret Data) -** 

[Create Temporary Recordl 
Modify Trade Secret Draft Number! 

I 

[Modify Trade Secret Applica tion Numbed 
Modify Source Status] 
iRecord Purchase and Licensed-From Datal 

I 

[Write Temporary Record To New Database] 
[Modify Licensing Status in Original Database! 
[Modify Sale And Licensed-To Data in Original Database! 
|Repeat Until Completed W ith Databasel 

I 

|Repeat For Second Databasel 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants; Halligan et al. 

Attorney Docket No.: 77901 Page 9 of 14 



FIG. 9 



Mass Data 
Storage 

Device 

[TRADE SECRET CERTIFICATES] 



User 
Interface 
Device 



Registration 
Digital 
Computer 



System 
Interface 



Printer 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halhganetal. 

Attorney Docket No.: 77901 Page 10 of 14 



FIG, 10 



ACCOUNTING SYSTEM 

[Calculate Application Fingerprints] 
[Prepare Certificate Request) 
[Transmit Certificate Request} — 



REGISTRATION SYSTEM 



»|Receive Certificate Request] 



iRecord Accounting System iP} 
[Assign Trade Secret Number] 
IRecord Time & Date) 



[Calculate Certificate Fingerprint] 
[Receive Certificate^ — [Transmit Certificate! 



IRecord Certificate! 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halligan et al. 

Attorney Docket No.: 77901 Page 1 1 of 14 



FIG. 11 



ACCOUNTING SYSTEM 



REGISTRATION SYSTEM 



Include Last Certificate In New 
Request 



[Transmit Certificate Request]- 



jProcess Request (H037Tu>& 



{Receive Request} ^- 



|Check Certificate Fingerprints! 

rie 



prepare Response] 



Transmit Resporii 



s jReceive Certificate Request] 



[Check Last Certificate Fingerprint] 



- [Certificate Fingerprint UK?| 



Lookup Other Certificates For This 
Accounting System 






Prepare Request To Check 
Certificate Fingerprints 






[T ransmit 


Request] 



»jReceive Response] 



Locate Range Of Corruption! 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halhgan et al 

Attorney Docket No . : 7790 1 Page 1 2 of 1 4 



FIG. 11 (CONTINUED) 



OTHER ACCOUNTING SYSTEMS REGISTRATION SYSTEM 

, t_ , 

[Lookup All Certificates In Rangel 



Prepare Requests To Check 
Certificate Fingerprints in Range 

[Receive Request} ^ -—[Transmit Requests] 

|Check Certificate Fingerprints] 

[Prepare Responsel 

fTransmit Respond ^Receive Respor^ej 

[Locate Corruption Locationl 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION. AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halhgan et al. 

Attorney Docket No.: 77901 p age 1 3 of 14 



ACCOUNTING DIGITAL COMPUTER 



|SECURITY PROCESSOR] [INFORMATION PROCESSOR] 



[EMPLOYEE PROCESSOR] ARITHMETIC PROCESSOR] 



[COMPARISON PROCESSOR] [APPLICATION PROCESSOR 



[INDEXING PROCESSOR] |COMM. PROCESSOR! 



FIG. 12 



Title: METHOD AND APPARATUS FOR DOCUMENTATION, ANALYSIS, 
AUDITING, ACCOUNTING, PROTECTION, REGISTRATION, AND 
VERIFICATION OF TRADE SECRETS 
Applicants: Halhgan et al. 

Attorney Docket No.: 77901 Page 14 of 14 



REGISTRATION DIGITAL COMPUTER 
[REGISTRATION PROCESSOR] [CORRUPTION PROCESSOR] 

[CERTIFICATE PROCESSOR] [INDEXING PROCESSOR] 



FIG. 13 



